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MonoxkeHne o BuAeoHabnwgeHWM Ha TeppuTopum O6WecTBa C OrPAaHUYEHHON OTBETCTBEHHOCTbIO
«AHpekc.MegmacepBucbl»  paspabotaHo  O6wWecTBOM €  OrpaHMYEHHOW  OTBETCTBEHHOCTbIO
«fAHaekc.Meguacepsucbl» (ganee — «KomnaHwua») B CBA3M C HeOBXOAMMOCTbIO obecneynTb
6e3onacHOCTb Ha TeppuTopuM KomnaHuM W BHeApPUTb CUCTEMY BMAEO3anucuM npu cobnogeHun
TpyaoBoro Kogekca Poccuiickoit depepaunn, PeaepanbHoro 3akoHa «O NepcoHanbHbIX AaHHbIX» U UHbIX
AeNCTBYIOLMX HOPMATUBHbIX MPaBOBbLIX akToB Poccuiickoi Peaepauunn.

1. OCHOBHbIE NMOHATUA N COKPALLIEHUA

KomnaHus - Obuwectso C orpaHMyeHHOM OTBETCTBEHHOCTbIO
«AHpekc.Meanacepsucbi».

— KOPMopaTUBHbIA MOYTOBbLIA 3/IEKTPOHHbIM agpec, co3daBaembli U
npegocTtaBnsemblii CoTpyaHMKY KomnaHuel B A4eHb Nnpuema Ha paboTy gns
BeAeHMA paboyelt nepenuckn. KoprnopaTMBHasA 3/1eKTPOHHAA MoyTa
CO34aeTcs B JIOMEHHOW 30He @yandex-team.ru uan @yandex-team.com u
npuHaanexxut KomnaHuu.

KopnopatusHas
3/IEKTPOHHAA NoYTa

OTBeTCTBEHHOE INL,0 — pyKoBOAMTENb KomnaHuu, pyKkosoauTe b CTPYKTYPHOrO
noapasgeneHus, oTBeYalowmin 3a WHGOPMALMOHHYIO ©He30nacHOCTb
KomnaHun, HenocpeacTBeHHbId pyKosBoauTenb COTpyAHWMKA, a TaKKe
CotpygHuk KomnaHuM, HageneHHbld NONHOMOYMAMM Ha OCHOBAHWUU
npukasa no KomnaHWM npocmaTpmBaTb BUAEO3aNUCU MNPU YCAOBUAX,
YKa3aHHbIX B HAaCTOALLEM MOIOXKEHUMN.

MonoxeHue — TMOJ/IOKEHME O BeAeHWW BMAeO3anncU Ha Tepputopum Obuwectsa C
OrpaHNYEeHHOMN OTBETCTBEHHOCTbIO «fAHAEeKc.MeaunacepBucChI».

CoTpyaHUK — ¢pusnyeckoe n1LLO, cocTosLLee B TPYAOBbIX OTHOLWEHUAX ¢ KomnaHuen Ha
OCHOBAHMW TPYAOBOrOo A0roBopa, NpeaycmMaTpuBalOWEro npuMeHeHue
MonoxeHwus.

MHble TepMWHbI, MCNOAb3yemble, HO He ornpegeneHHble B [TONOXEHUW, AONXKHbI TOJIKOBATbCA B
COOTBETCTBMU C 3aKOHOOATE/IbCTBOM Poccuiickoi (De,a,epau,mm.

2. OBLWME NONOKEHNA

2.1.MNonoxeHune onpeaenaer uenb n nopaaokK opraHnsaumm U NCnosib3oBaHMA CUCTemMbl BUOEO3aNNUCKU B
KomnaHuu, a Takxe nopaAgoK U CPOKU XPaHEHUA TaKNX BVILI,EO3aI'IMCE'l71.

2.2.B1Aaeo3anuch OCyLLECTBAAETCA Ha TeppUTOpPUKN oprcoB KoMNaHMM U MOXKET PacipoCTPaHATLCA Ha Bce
paboune nomeuwieHnsa M paboune mecta COTPyAHUKOB KomnaHuu, obo3HauyeHHble crneumanbHbiM
3HAaKOM-yBEAOM/IEHMEM O TOM, YTO BeAeTcA Buaeo3anuch (ganee — 3Hak).

3. UENN U 3A0AYN OCYLLECTBZIEHNA BUAEO3ANUCU

3.1. LUenwu ocyuwectsneHma BUAE03aNnUCK:
. durKcauma NpoTMBONPaBHbIX AENCTBUN;

. ObecneyeHune MMYHOM 6€30NaCHOCTU COTPYAHUKOB;
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o ObecneyeHne COXPaHHOCTN UMYLLECTBA;

° ObecneyeHune cobnogeHUs AeNCTBYIOWEro 3akoHoaaTenbcTBa Poccuiickon deaepauum.

noPAAOK OPTAHU3ALUN U UCNMOJIb3OBAHUA CUCTEMbI BUAEO3ANMNCU

MopAaaoK opraHUsauum cMcTemMbl BUAE03anNncu
Bunaeosanucb B KomnaHnun BeeTca NOCTOAHHO.

B nomeuieHuax opucos KomnaHum, B KOTOPbLIX BeAEeTCA BUAEO3annch, B 06a3aTesibHOM nopaaKe
[OJ/IKHbI BbITb pa3mellieHbl 3HaKu.

YcTaHaBAMBaATb BMAEOKaMepbl B MECTaxX JIMYHOIO NO/b30BaHMA 3aMpeLLaeTcs, KPOMe Cayyaes,
Koraa Buaeosanucb TpebyeTca No 3aKOHOAATeNbCTBY MM NOA3aKOHHbIM akTam, Hanpumep, no
TpeboBaHMAM NPOTUBOMNOXKAPHOM Be3onacHoCTy.

MopAaaoK NCNONb30BaHUA CUCTEMbI BUA,EO03ANUCHU

Noban pa60Ta C cuctemom Bngeo3anmcum nmuamm, He MMerWmMMmn 0oCtyna K COOTBETCTBVIOLLI,GI\;I
cncreme n He ynoJIHOMO4YeHHbIMK pa6OTaTb C cuctemom BMAeo3anncu, sanpeuieHa.

NOPAAOK XPAHEHUA U NCNONb30BAHMA 3ANUCEN C BUAEOKAMEP

XpaHeHMe 3anuceit ¢ BUAEOKaMep OCYLLECTBAAETCA B TedeHMe cpoKa oT 30 go 60 KaneHAapHbIX
OHeln. Apx1B BUAEO3annUCel XpaHUTCA Ha TeppuTopumn Poccuiickon deaepaumu.

Joctyn K Buaeosanucam mmeetca y OTBETCTBEHHbIX UL, [JOCTYN K KOHKPETHbIM BUAE03ANUCAM
MOKeT ObITb MpenocTaBieH APYrMM JNMLAM B UCKAOYUTENbHBIX CAy4asaX MO COrNacoBaHWUIO C
OTBETCTBEHHbIMU INLLAMMW.

MpocmoTp BUAEO3ANMUCHK, CAENAHHON MPU MOMOLLU CUCTEMbI BUMAE03ANUCK, OCYLLECTBAAETCS MO
HeobXoAMMOCTM B paMKax Lenei BeaeHUsA BUAE03aMNUCK, YKasaHHbIX B Mos0XKeHMM, U B peaenax
BO3HMKLLEN He0BX04MMOCTMH.

HeobxoamMmocTb NPOCMOTpPA CAENaHHbIX BUAeo3annucen (apxmBHbIX BUAEO3anmcein) MoxKeT bbiTb
cBA3aHa C 3asBKoW CoTpyaHWKA, MNOAAHHOM NyTeM 3/eKTPOHHOro cooblweHuMa Ha agpec
physec@yandex-team.ru co cBoeli KOPMNOPaTUBHOM 3/EKTPOHHOM MNOYTbl, a TaKkKe Ans
TEXHUYECKOro 06CNyKMBAHUA CUCTEMbI BUAE03aMUCH.

BO3MOXHOCTb NPOCMOTPA COOTBETCTBYHOLLLUX BVI,CI,EO33I'IMC€V1 OTBETCTBEHHbLIMM INLLAMU A0MKHA
6bITb cOrnacoBaHa c NNLOM, 0603HayeHHbIM B npukase no KomnaHum, Nnpy NnomoLum BHYTPEHHEVI
CNCTEMDI NOCTAHOBKU U OTCNEXMNBAHUA 3a4a4, MCI'IO/'IbBVEMOﬁ 8 KomnaHuu.

bonee noapobHyld MHPOPMALMIO  MOMKHO HaWTM no  ccblake  https://wiki.yandex-
team.ru/security/physec/video/.

MHbIE NO/NOXKEHUA

MonoxeHue yTBEpPKAAETCA U BBOOUTCA B AeVICTBMe npukKasom no KomnaHuu.

OTBeTCTBEHHbIE AnLA U YNO/IHOMOYEHHbIE HA A0CTYyNn K BMAEO03anncAm simda B COOTBETCTBUU C
NPUKasom no KomnaHuu B Cc/lydae BUHOBHOIO (YMbILIJI'IeHHOI'O nnn HeOCTopO)‘KHOFO) pa3rnaweHuna


mailto:physec@yandex-team.ru
https://staff.yandex-team.ru/lock
https://wiki.yandex-team.ru/security/physec/video/
https://wiki.yandex-team.ru/security/physec/video/
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aTOM VIHd)OpMaLI,VIVI, a TaKXxe HECO6IHO,£I,EHVIFI YCﬂOBMﬁ HaCToALWEro noN0OXeHUA HeCcyT
OTBETCTBEHHOCTb:

OANCUMMNIMHAPHYIO, COMNacHoO AeWUCTBYIOLLIEMY TPYyAOBOMY 3aKoHogaTesnbcTsy Poccuiickoi
depepauunn (ysosibHeHME, NOJIHAA MaTepuaibHas OTBETCTBEHHOCTb, MHOE, MPeayCMOTpeHHoe
3aKOHOAAaTeNbCTBOM) M/ UK

rpa)4aHCKO-NpaBOBYl, COMNAacHO  [eUCTBylOWEeMy TpaKAaHCKOMY  3aKoHOAaTeNbCTBy
Poccuiickon Pepepaunn (so3meLleHne yObITKOB, WHoe, npeaycMoTpeHHoe
3aKOHOAATeNbCTBOM) M/Un

aJMWUHUCTPATMBHYIO, COMNacHO [AeNCTBYIOWEMY aaMUHUCTPaTUBHOMY 3aKOHOAATENbCTBY
Poccuiickoint depepaumn (AeHesKHbIW WTpad, MHOE, NPeayCMOTPEHHOE 3aKOHOAaTe/bCTBOM)
n/mnm

YrONOBHYI0, COMNacHoO AeNCTBYOLWEMY Yro/IOBHOMY 3aKoHoA4aTenbcTBy Poccuiickoin deaepaumm
(maeHexkHbIlM wTpad, nMweHne ceoboabl, MHOE, NPeayCMOTPEHHOE 3aKOHO4aTeIbCTBOM).

TekcT MNonoxkeHnsa MoKeT ObiTb M3MEHEH B CBA3U C npuHATUEM U BBEAEHUEM B AEVICTBME
NMPUMEHUMbBIX HOPMATUBHbLIX aAKTOB OpPraHoB B/1aCTU Poccuiickoi CDep,epau,MM, MonoxkeHnn o
CTPYKTYPHbIX noapa3geneHunAax KomnaHuun, B APYrnx cnayydaax, MMerwmnx 3HavyeHne anAa u,eneﬁ
HacToAwero lMonoxeHuA.

COTPYOHWKM MOTYT BbICKa3aTb CBOW Kanobbl M MNPEANOKEeHUA B OTHOLEHMM pasMeLLeHus
BMAEOKaMep B OMNpeAefieHHbIX MOMELEHUAX Ha TeppuTopuu KomnaHuM nyTem OTNpaBKu
3N1EKTPOHHOrO coobuweHna Ha agpec physec@yandex-team.ru co cBoeli KOpnopaTUBHOW
3N1EKTPOHHOM NOYTbI.

COTPYOHWKM  OOMKHbI  6bITb  O3HaKoMAeHbl C [lonoXeHMem nNof pocnucb B MOPAAKe,
YCTaHOB/IEHHOM AEMNCTBYIOLLMMM NPaBUIaMM BHYTPEHHErO TPYA0BOro pacrnopaaKka KomnaHuu.


https://staff.yandex-team.ru/security
https://staff.yandex-team.ru/lock

