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NONOXEHUE
O BEAEHWU BUOAEO3SANUCU HA TEPPUTOPUN
OBLLECTBA C OTPAHMYEHHOW OTBETCTBEHHOCTbIO «AHAEKC»
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MonoxeHne o BUAEOHabnloaeHWM Ha TeppuTopum Ob6WEcTBAa C OrpaHUYEHHOM OTBETCTBEHHOCTbIO
«AHOEKC» paspabotaHo O6LWECTBOM C OrpaHM4yeHHOW oTBeTcTBeHHOCTblo «AHOEKC» (manee —
«KomnaHusa») B cBA3KU € HeobxogMmocTbio obecneynTb 6e30macHOCTb Ha TeppuTopun KomnaHum u
BHEAPUTb CUCTEMY BMAeosanucu npu cobntogeHnn TpypoBoro Kogekca Poccuitickoit Pepepaunn,
depepanbHoro 3akoHa «O MepCOHaNbHbIX AAHHbLIX» U WHbIX AENCTBYIOLMX HOPMATUBHbIX MPaBOBbIX
akToB Poccuiickon deaepauymu.

1. OCHOBHbIE NMOHATUA N COKPALLIEHUA

KomnaHusa — O6wecTBO € orpaHUYEHHOM oTBETCTBEHHOCTLIO « AHOEKC».

— KOPMopaTMBHbIA MOYTOBbLIA 3/IEKTPOHHbIM agpec, co3daBaembli U
npegocTtaBnsemblii CoTpyaHMKY KomnaHuel B A4eHb Nnpuema Ha paboTy gna
BeAeHMsA paboueli nepenuckn. KoprnopaTWBHas 3/1eKTPOHHAA MouTa
CO34aeTcs B JIOMEHHOM 30He @yandex-team.ru uan @yandex-team.com u
npuHaanexmTt KomnaxHuu,

KopnopatusHas
3/IEKTPOHHAA NoYTa

OTBeTCTBEHHOE INL,0 — pyKoBOAMTENb KomnaHuu, pyKkosoauTe b CTPYKTYPHOrO
noapasgeneHus, oTBeYalowmin 3a WMHGOPMALMOHHYIO ©He30nacHOCTb
KomnaHun, HenocpeacTBeHHbIA pyKoBoauTenb COTPYAHWKA, a TaKKe
CotpygHuk KomnaHuM, HageneHHblA MNONHOMOYMAMM Ha OCHOBaHWUU
npukasa no KomnaHWM npocmaTpmBaTb BUAEO3aNUCU MNPU YCAOBUAX,
YKa3aHHbIX B HAaCTOALLEM MOJIOXKEHUMN.

NonoxxeHue — TMONOMEeHMEe O BeAEeHMM BMAEO03aNUCK Ha Tepputopum ObuectBa C
OorpaHNYeHHOM oTBeTCTBEHHOCTbIO « AHAEKC».

CoTpyaHUK — ¢mM3nYecKoe nLo, CoCTosLLEE B TPYAOBbIX OTHOLLIEHMAX C KoMNaHMen Ha
OCHOBAHMW TPYAOBOro A0roBopa, nNpeaycmMaTpuBaloLLero npumeHeHue
MonoxeHwus.

MHble TepMWHbI, MCNOAb3yemble, HO He ornpegeneHHble B [lONOXeHUW, OONXKHbI TONKOBATbCA B
COOTBETCTBMU C 3aKOHOAATE/IbCTBOM Poccuiickoi (De,a,epau,mm.

2. OBLWME NONOKEHNA

2.1.MNonoxeHune onpeaenaer uenb n nopaaokK opraHnsaumm n NCnosib3oBaHMA CUCTembl BUOEO3aNNUCKU B
KomnaHuu, a Takxe nopagoK U CPOKU XPaHEHUA TaKNX BVILI,EO3aI'IMCE'l71.

2.2.B1aeo3anuch ocyLLeCTBAAETCA Ha TeppUTOpUn odrMcoB KoMNaHMM U MOXKET PacNPOCTPaHATLCA Ha Bce
paboune nomeuwieHnsa M paboume mecTta COTPyAHMKOB KomnaHuu, o603HauyeHHble creumanbHbiM
3HaKOM-yBEAOM/IEHMEM O TOM, YTO BeAEeTCA BUAEO03anmuch (ganee — 3Hak).

3. UENN U 3A0AYN OCYLLECTBZIEHNA BUAEO3ANUCU

3.1. LUenwu ocywecTtsneHma BUAE03aNnUCK:
. duKcauma NpoTMBONPABHbIX AENCTBUN;
. ObecneyeHune MMYHOM 6e30NacHOCTU COTPYAHUKOB;

L ObecneuyeHune COXPaHHOCTU MMYLLLeCTBa,
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° ObecneyeHune cobnoaeHns aencTeytowero 3akoHoaatenbctsa Poccuiickoit Peaepaunu.

noPAAOK OPTAHU3ALIUU U NCMOJ1Ib3OBAHUA CUCTEMbI BUAEO3ANNCU

MopAaaoK opraHUsauum cMcTemMbl BUAE03anNncu
Bunaeosanucb B KomnaHmun BegeTca NOCTOAHHO.

B nomeweHuAx ooucos KomnaHum, B KOTOPbLIX BeAeTcA BUAEO3annch, B 06a3aTebHOM nopagke
OOJ/IKHbI 6bITb pa3mellieHbl 3HaKM.

YcTaHaBiMBaTh BUAEOKAMepPbl B MeCTaxX JIMYHOIO MOJIb30BaHWUA 3aMpeLlaeTcsi, Kpome CAyyaes,
Korga BMAeo3anucb TpebyeTcs Mo 3aKOHOAATeNbCTBY MM MOA3aKOHHbIM akTam, Hanpumep, no
TpeboBaHMAM NPOTUBOMNOXKAPHOM Be3onacHoCTy.

MopAaaoK ncnonb3oBaHUA CUCTEMBbI BUAEO3aNUCKU

Nobana paboTa ¢ cucTtemoin BMAEO3aNUCK NMLLAMU, HE MMEIOLWMMM AOCTYNa K COOTBETCTBYIOLLEM
CUCTEME U He YOJIHOMOYEHHbIMKU PaboTaTb C CUCTEMON BUAEO3aMNMCH, 3aNpeLLeHa.

NOPAAOK XPAHEHUA U NCNONb30BAHMA 3ANUCEN C BUAEOKAMEP

XpaHeHWe 3anucei ¢ BUAEOKaMep OCYLLECTB/SAETCA B TeyeHne cpoka oT 30 go 60 KaneHAapHbIX
OHeln. Apx1B BUAEO3annUCel XpaHUTCA Ha TeppuTopum Poccuiickon Peaepaumu.

Joctyn K Buaeosanucam nmeetca y OTBETCTBEHHbIX vl [JoCTyn K KOHKPETHbIM BUAE03aNUCAM
MOMeT OblTb MPefoCTaBAeH APYTUM JIMLAM B UCKIOYUTENbHBIX CAy4asaX MO COrNacoBaHWUIO C
OTBETCTBEHHBIMU INLAMM.

MpocmoTp BMAaeosanucy, CLI,E!'IaHHOIZ npu nomowmn CUCTeMbl BUOEO3AMNNUCKU, OCyLLeCTBNAETCA NOo
HEO6XOAMMOCTM B paMKax u,eneﬁ BeJleHMA BUAE03anncun, ykasaHHbix B [onoxeHnun, n B npegenax
BO3HMKLLEMN H806XOAMMOCTM.

HeobxoaMmOoCTb NPOCMOTPa cAeNaHHbIX BUAeO03anucei (apxmeBHbIX BUAEO3aNNCEN) MOXKET ObITb
cBA3aHa ¢ 3anABKoW CoTpyaHMKa, NOAAHHOW MNyTeM 3/eKTPOHHOro coobLLeHMA HaA ajgpec
physec@yandex-team.ru co cBoelt KOPNOPAaTUBHOM 3/EKTPOHHOW MNOYTbl, a TaKXKe Ans
TEXHUYECKOro 06CNyKMBaHMA CUCTEMbI BUAEO3AMNNUCH.

BO3MOKHOCTb MPOCMOTPA COOTBETCTBYIOLWMX BUAeo3anucelt OTBETCTBEHHbIMW /IMLL@MM AO/KHA
6bITb COrnacoBaHa ¢ AMLOM, 0603HaYEHHbIM B NpPKKase No KomnaHuu, Npu NoMOLLM BHYTPEHHEN
CUCTEMbI MOCTAHOBKM M OTC/NIEXMBAHMA 3a4a4, UCNOIb3yeMoii B KomnaHuu.

bonee nogpobHylo  MHbOPMALMIO MOMKHO HaWTM no  ccbiake  https://wiki.yandex-
team.ru/security/physec/video/.

MHbIE NONOXEHUA

MonoxeHune yTBEPHKAAETCA N BBOOUTCA B ,EI,EI?ICTBI/IG NPUKasom no KomnaHuu.

OTBeTCTBEHHbIE AnLA U YNO/IHOMOY€EHHbIE Ha AO0CTYyn K BMAEO3anmMcaAm nnda B COOTBETCTBUU C
NPUKasom no KomnaHuu B c/lydae BUHOBHOIO (YMbILIJIleHHOI'O nnn HGOCTOPO)‘KHOFO) pa3rnaweHna
aTomn VIHd)OpMaLI,VIVI, a TakKXxe HeCO6/'IIO,CI,EHMFI ycnosmﬁ HaCToALWEro noaoXeHuAa HecyT
OTBETCTBEHHOCTb:


mailto:physec@yandex-team.ru
https://staff.yandex-team.ru/lock
https://wiki.yandex-team.ru/security/physec/video/
https://wiki.yandex-team.ru/security/physec/video/
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AVCUMNIMHAPHYIO, COrNacHO [AEeWCTBYIOWLEMY TPYAOBOMY 3aKOHOAATesNbCcTBY Poccuiickoi
depepauun (yBosbHEHUE, NOMHAA MaTepuasbHaa OTBETCTBEHHOCTb, MHOE, NPeayCMOTPEHHOoe
3aKOHOAATeNbCTBOM) M/ UK

rpa4aHCKO-NpaBOBYl, COMNacHO  [eNCTByolWeMy  rpaxAaHCKOMy  3aKoHOAaTeNnbCcTey
Poccuiickon Pepepaunn (so3meLleHmne yObITKOB, WHoe, npeaycMoTpeHHoe
3aKOHOAATeNbCTBOM) M/ UK

aJIMWUHUCTPATMBHYIO, COMNacHO [AeNCTBYIOWEMY aAMUHUCTPaTUBHOMY 3aKOHOAATENbCTBY
Poccuiickoit depepaumn (AeHesKHbIM WTpad, MHOE, NpeayCMOTPEHHOE 3aKOHOAaTeNbCTBOM)
n/mnm

YrONOBHYI0, COINacHO AeNCTBYOLWEMY YrOJIOBHOMY 3aKoHoAaTenbCcTBY Poccuiickoi ®deaepaunn
(meHexkHbIN WwWTpad, NMeHne ceoboabl, MHOE, NPEAYCMOTPEHHOE 3aKOHOAATeNbCTBOM).

TeKkcT MonoxeHna MoXKeT ObiTb M3MEHEeH B CBA3W C MPUHATMEM U BBEAEHWEM B AeNCTBUE
NPUMEHUMBbIX HOPMaTMBHbIX aKTOB oOpraHoB Bnactu Poccuiickon Pepepaunn, MonoxeHui o
CTPYKTYPHbIX noApasgeneHusax KomnaHuu, B Apyrux Cayyasx, MMeKLUX 3HayeHne ana uenew
HacToswero NMonoxeHus.

COTpYOHWKM MOTYT BbICKa3aTb CBOW Kanobbl M NPeaoXKeHWA B OTHOWEHUW pPasMeLLeHUs
BMAEOKaMep B OMNpeAefieHHbIX MOMELEeHUAX Ha TeppuTopuu KomnaHuM nyTem OTNpPaBKM
3N1EKTPOHHOro coobuweHna Ha agpec physec@yandex-team.ru co cBoeli KOpMNopaTUBHOW
3N1EKTPOHHOM NOYTbI.

COpr,D,HMKVI AOTKHbI 6bITb 03HaKoMsieHbl C [losioXKeHMem noa pocnncb B NOpAAKeE,
YCTAaHOB/IEHHOM ,CI,EVICTBVEOLLI,MMM npasuaamMun BHYTPEHHErNoO TPYA0OBOIro pacnopAagKa KomnaHun.


https://staff.yandex-team.ru/security
https://staff.yandex-team.ru/lock

